
its energy demand by 50 %. Both goals together form the basis 
of a sustainable energy supply. The share of renewable energies 
in the German electricity mix is currently 42.1 % of gross elec-
tricity consumption (UBA 2020), which poses challenges for 
grid operation at both distribution and transmission grid level. 
This is because the availability of energy is no longer constant 
but fluctuating. Many small, spatially distributed generation 
units create the need for greater flexibility in the energy sys-
tem. This energy transition is associated with a growing num-
ber of actors that are participating in the energy system for ex-
ample by generating their own electricity or heat with photo-
voltaic systems, wind turbines or heat pumps, and in some 
cases also feeding it into the grids. This decentralisation and 
diversity of actors, however, also increases the complexity of 
the energy system and thus the requirements to coordinate ac-
tors and regulate market and grid activities. For a supply with 
almost 100 % renewable energies to be possible at all, the en-
ergy must be balanced intelligently. The opportunities offered 
by ICT-devices, big data, machine learning as well as the busi-
ness models based on them, are envisioned as an important 
step towards a successful energy transition (dena 2016). There 
is need for more and more information on grid conditions and 
operations, as additional storage facilities have to be integrated 
into the electricity system and the coupling with other sectors 
such as mobility and heat needs to be coordinated. The over-
arching vision is that digital technologies will enable energy 
flows to be measured, controlled and traded in real time. How-
ever, the physical changes in the energy system also require 
new forms of coordination (e. g., electricity market design) and 
new regulatory frameworks. This vision is thus strongly inter-
related with political strategies and regulatory processes (e. g., 

the Climate Protection Plan 2050 or the Act on the Digitalisa-
tion of the Energy Transition), actors on the market who en-
deavour to open up new business areas or automate and flexibi-
lise processes (cf. e. g., Maier 2018, Lied 2017), and also a strong 
civil society that not only accepts the changes but also promotes 
them through political pressure and new ideas and coopera- 
tion.

Flexible consumers and new forms 
of coordination

The Renewable Energy Sources Act (EEG) provides the op-
portunity for consumers to participate actively in the electric-
ity market as producers of renewable electricity. Initially, the 
role of these so-called prosumers was limited to generating 
the electricity and feeding it completely into the grid. However, 
the self-consumption of self-generated electricity has signifi-
cantly increased the scope for action. Consumers themselves 
could control the times at which they switch on electrical ap-
pliances in their household and thereby help to regulate their 
own consumption in a way that is more economical than feed-
ing the electricity into the grid. Automatic controls and elec-
tricity storage have increased this scope even further. Digital-
isation can create new forms of organisation and additional 
flexibility options from individual actors at household level 
through their networking and aggregation at district level. De-
velopments such as local self-consumption (peer-to-peer or 
community electricity trading) as well as local or regional elec-
tricity markets, in which operators sell their surplus electric-
ity directly to other consumers, are currently difficult to realise 
due to the regulatory condition. However, their implementa-
tion has already been successfully demonstrated in pilot pro- 
jects.

These developments strengthen the role of consumers in 
the energy market. This is in line with the targets of the EU’s 
Clean Energy Package, which are to be implemented in na-
tional law by all EU member states by the end of 2020 (Euro-
pean Parliament 2019). At the same time, it enables consumers 
to provide flexibility that can contribute to stabilising the elec-
tricity system. It makes sense for larger electricity consumers 
in particular to manage their own consumption and adjust it 
to market signals. This flexibilization must be supported more 
strongly. Additional storage facilities, such as those provided 
by electromobility, would significantly increase this potential. 
However, this requires enormous coordination efforts between 

Transforming the energy system

Digitalizing the Energy System 
in a Sustainable Way

The energy transition requires a restructuring of 
the energy system and, as a result of decentra
lisation, also increasing digitalisation to integrate 
all actors and make them more flexible. However, 
digitalisation can be shaped and should happen 
under ecological and social premises.
By Swantje Gährs, Astrid Aretz, Friederike Rohde 
and Hendrik Zimmermann

‌G ‌ermany has set itself the goal of making its entire electric-
ity supply greenhouse gas neutral by 2050 and reducing 
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the actors in the energy system, which cannot only be facilitated 
by digital solutions, but also requires changes on different lev-
els such as a new electricity market design and decentralised 
organisation (see Figure 1).

Digitalised grid control in the  
smart grid

The increased complexity in the energy system resulting 
from distributed and fluctuating energy supply is making it 
more and more challenging to balance the supply and demand 
of energy within the distribution and transmission grids. The 
risk of unstable grid conditions increases. Intelligent electricity 
grids (smart grids) are intended to help overcome this complex-
ity and ensure the stability of the electricity grids. A smart grid 
transports not only energy, but also data that enables grid oper-
ators to obtain information on electricity production, transport, 
storage, and consumption at short intervals. For example, they 
are able to know exactly when and where a decentralised gen-
eration plant feeds electricity into the grid. The greater availa-
bility of data through sensor technology (in particular through 
smart metering systems) allows grid operators to better record 

their grid and, if actuators are available, also to intervene in 
a controlling manner. This means that a stable grid situation 
can be ensured at all times, even with a high proportion of 
decentralised electricity generation, and existing grids can be 
utilised to a greater extent (Expertengruppe Intelligente Ener-
gienetze 2019).

However, significant challenges are remaining with regard 
to smart grids that have not yet been addressed in a reasona-
ble way. For instance, there are rules that allow grid operators 
to switch off individual producers or consumers in the event 
of grid bottlenecks, in order to avoid a power blackout. It re-
mains unclear though, which economic and technical criteria 
should be used to select the shutdowns in a complex context 
from a multitude of options. This is where algorithms and dig-
ital tools should provide support. It is also true that, in princi-
ple, the responsibility between distribution system operators 
and transmission system operators has been clarified accord-
ing to grid levels in the current energy system. But the chang-
ing roles when there are multi-layered interactions between 
these levels are still being negotiated. It is also unclear how ac-
cess to the collected data is organised and which platforms are 
suitable for this.

Figure 1: How to create a digital energy system in a sustainable way

© Institute for Ecological Economy Research (IÖW), CC-BY-NC-SA, www.nachhaltige-digitalisierung.de/en

A sustainable energy system has to be developed in an ecological, resilient and inclusive way that is open to 
diverse technologies. This must be ensured by appropriate market designs, regulative regimes and technical 
standards. These rules simultaneously have to ensure the coordination of all actors in the energy system.  

HOW TO CREATE A DIGITAL ENERGY SYSTEM 
IN A SUSTAINABLE WAY

Ensure security 
of supply, 
utmost resilience 
and regional energy 
balancing at 
decentralized level

Enable citizens to become active 
participants with advice and financial support 
whilst ensuring strong data protection

Encourage flexible energy 
consumption through variable 
tariffs and intelligent metering 
systems where appropriate

Organize network management 
in a decentral way where possible 
and in a central way where necessary

Collect, transmit, and 
store only those data 
which are really necessary 
for reaching a sustainable 
energy system
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The material foundation of smart energy 
systems

Reducing absolute energy consumption is imperative for 
achieving climate protection goals. Only a reduction of 50 % 
by 2050 makes a complete switch to renewable energies “at all 
realistic” (Prognos/Öko-Institut/Wuppertal-Institut 2020). But 
do the resources, data flows and possibly additional energy re-
quirements necessary for digitalisation justify the savings that 
can be achieved as a result? Especially the production of dig-
ital devices requires some energy. For example, according to 
our own calculations based on Sias (2017), the production of 
an advanced metering system (iMS) (without smart meter gate-
way) produces 91 kg of CO22 equivalents, while a Ferraris meter 
comes in at around 8 kg of CO22 equivalents. The power con-
sumption in operation is also somewhat higher with an iMS in-
cluding the smart meter gateway. A comprehensive assessment 
of the environmental impact also requires consideration of the 
lifetime, energy consumption of data centres and production 
conditions (see Pohl et al. this issue).

The consumption of energy and resources must now be con-
trasted with the positive effects of digital technologies. These 
are to be expected first and foremost where digital technology 
has been installed and may relate to expected efficiency gains. 
For example, electricity savings when using a weather forecast 
control system in a multi-family house range between 4 and 
20 % annually (Hengstenberg 2018; Oschatz/Mailach 2017) and 
between 2.5 and 5 % when using online efficiency monitor-
ing (Hermann et  al. 2019). However, the expected efficiency 
gains can be overcompensated if additional digital devices are 
acquired.

Particularly in the electricity sector, digitalisation often aims 
at positive effects on a higher level. An important level of im-
pact, however, is in grid control, which should enable better uti-
lisation of the electricity grids through knowledge of grid con-
ditions and energy demand, while at the same time increasing 
the share of renewable energies. A similar systemic effect is ex-
pected for remotely controllable loads such as heat pumps. The 

expectation for the control of flexible loads is that digitally co-
ordinated load shifting will have a positive effect on the grids 
on the one hand, whilst on the other hand reducing renewable 
energy curtailment.

The intended effects of a digitalised energy system can 
therefore be very diverse. At the same time, they are still very 
uncertain in many places. Nevertheless, initial studies indicate 
that in the area of smart energy systems, the savings achieved 
are greater than the negative environmental impacts caused by 
the production and operation of sensor technology, measuring 
devices and ICT and the data transfer (Ipsen et al. 2019).

New vulnerabilities

Future life and economic activities with a growing number 
of electrical and electronic devices depend to a large extent on 
a stable and reliable power supply. Digitalised electricity grids 
harbour risks for cyberattacks that can endanger security of 
supply. This increases the system’s vulnerability. Against the 
background of such potentially catastrophic, economically and 
socially hardly sustainable consequences, the question of the 
vulnerability and resilience of the power supply system is of 
central importance.

The fundamental transformation of the electricity system 
that is currently underway opens up the possibility of integrat-
ing resilience strategies into the design of the electricity system. 
A major focus here is on the granularity of the system archi-
tecture. This refers to the size of the smallest network element 
of the power supply that is to be stabilised. Whether granu-
lar systems are inherently more resilient is currently a mat-
ter of debate among experts (e. g., Hirschl et al. 2018). There is 
agreement that central systems can have different vulnerabili-
ties than decentralised systems: Central components are highly 
vulnerable because their failure can have far-reaching conse-
quences for system stability, whereas smaller components in 
a decentralised system do not have such far-reaching conse-
quences. On the other hand, vulnerability is seen in the large 
number of similar system components (such as parts, soft-
ware, protocols and standards) that may be less well secured 
or maintained and therefore represent a target for attack in 
their entirety. Diversification of system components and soft-
ware is therefore seen as a strategy to reduce vulnerability (acat-
ech 2017). In this context, the use of open standards and open-
source software is also discussed (Pohl et al. 2020). Likewise, 
the provision of redundancies is an important additional meas-
ure to ensure security of supply. This does, however, go hand 
in hand with increased resource requirements. The topics of 
IT security, data protection and data security are also impor-
tant in a digitalised energy system. In Germany, the Cyberse-
curity Act regulates how metering point operators must pro-
tect their systems from manipulation and unauthorised access. 
From the consumers’ perspective, better data protection could 
be ensured through clearer T & Cs with privacy-by-design and 
privacy-by-default and through a strict e-privacy regulation.

“The fundamental transformation  
of the electricity system opens up  
the possibility of integrating  
resilience strategies and  
promoting social balance.”
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Social aspects of a digitalised energy system

The social aspects of a digitalised energy system are evident 
at various levels. Digitalisation initially has an impact on the 
costs for consumers. Intelligent grid control can, for example, 
reduce the costs of grid operation and thus the grid charges by 
contributing to grid stabilisation. Since grid charges account for 
a large share of electricity prices and electricity prices have a re-
gressive effect, equipping the grids from medium to extra-high 
voltage with sensors and actuators is particularly worthwhile.

The digitalisation of grid operations can also promote social 
balance: For example, a calculation algorithm that keeps trans-
action costs low could enable a favourable horizontal equita-
ble distribution of grid charges. This can provide financial re-
lief for people in rural areas (with few grid connections in the 
neighbourhood) or in regions with a high share of renewable 
energies in electricity generation (and resulting strong fluctu-
ations in grid status).

The use of smart meters in low voltage also has the poten-
tial to reduce overall system costs in the long term and conse-
quently also costs for socially disadvantaged people (Faruqui 
et al. 2010). Smart meters are currently most profitable for peo-
ple with energy technologies such as solar systems, home stor-
age or electric cars, or with particularly high electricity con-
sumption, which is why the costs of these consumption groups 
are reduced more in relative terms. From a social point of view, 
the costs of smart meters for households with low consumption 
should therefore be (partly) financed by the state. Smart meters 
should enable and incentivise flexibility through sufficient sen-
sor and actuator technology, and exploit the physical potential 
of flexibility. This requires variable price signals on the market 
side, which can be implemented, for example, by means of var-
iable grid charges. Smart meters can enable consumers to reg-
ulate their electricity consumption in a more cost-oriented way. 
So-called pre-payment meters (PPM) with an advance payment 
function can, for example, help to relieve the burden on com-
panies’ payment arrears departments (Kopatz 2012). These are 
currently used mainly by the socially disadvantaged and fre-
quently part of the charge is used to pay off debts. This is to pre-
vent the socially disadvantaged from getting (further) into debt. 
However, especially in energy-poor households, energy saving 
potentials are low. Debt repayment and electricity consump-
tion are usually not perceived separately, which is counterpro-
ductive to improved control of one’s own consumption (Berger 
2017). As PPMs shift the responsibility for supply to consumers, 
so-called “self-disconnections” can occur in financial emergen-
cies (Coutard/Guy 2007). Where previously humans could ex-
ercise leniency, technology then decides without empathy (In-
gram et al. 2007). In addition to lighting, however, refrigerators, 
cooking facilities or the internet are also turned off. A lack of 
electricity and light can be noticed in the neighbourhood and 
result in stigmatisation. The subsequent costs are often borne 
by society (Reibling/Jutz 2017). The use of PPMs should there-
fore be opposed from a social point of view.

Beyond this cost issue, digitalisation enables the integration 
of decentralised renewable energy systems and consequently 
often also the participation of members of the public in the en-
ergy supply. Digital technologies facilitate new supply struc-
tures that enable everyone to participate, if not as a producer, 
then at least as a consumer. However, to ensure that not only 
house- or landowners benefit, the framework conditions for 
tenant electricity must be significantly improved. Other prom-
ising models that could become increasingly important in the 
future are communal self-sufficiency or peer-to-peer trading. 
This strengthens the role of members of the public. At the same 
time, it opens up the opportunity to increase participation in 
the energy system and acceptance for the transformation re-
quirements of the energy system (e. g., expansion of renewa-
ble energies).

Political governance …

The digitalisation of the energy system brings new chal-
lenges in terms of political governance. The complexity of con-
trol in the interplay between highly regulated grid operation 
and a liberalised energy market is increasing.

Important regulatory foundations were laid with the 
White Paper An Electricity Market for Germany’s Energy Transi-
tion (BMWi 2015), the Act on the Digitalisation of the Energy 
Transition (BMWi 2016) and the Green Paper on Energy Effi-
ciency (BMWi 2017) resulting from consultation processes at 
the German Federal Ministry for Economic Affairs and Energy 
(BMWi). Significant challenges at regulatory level exist in the 
areas of digital metering, flexibility of end consumers and the 
creation of framework conditions for new business models (e. g. 
flexible tariffs). For instance, during the smart meter rollout 
it became apparent that there were initially no devices on the 
market that met the high security requirements of the Federal 
Office for Information Security (BSI). Progress has since been 
made here, for example in that the question of who may access 
which data from smart metering systems, and when, will in fu-
ture become part of the principle of point-to-multipoint com-
munication. It involves processing the metering data in the 
smart meter gateway and making it directly available to the rel-
evant actors using end-to-end encryption.

 … between energy market and grid regulation

Furthermore, there are still many unresolved legal issues in 
the area of flexibilization of the consumption side, which are 
currently being discussed in the context of a revision of Sec-
tion 14 a EnWG. This concerns in particular questions of the 
design of grid-friendly flexibility. However, there must not be 
too much emphasis on small, private consumers and the focus 
must be on regions with a strong expansion of renewable en-
ergy. There are also open questions concerning the regulations 
of storage facilities as consumption facilities and the harmoni-
sation of the Renewable Energy Sources Act (EEG) with the Me-
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tering Point Operation Act (MsbG), which are currently being 
worked on (Ernst & Young 2020).

The future challenge for the digitalisation of the energy sys-
tem is to bring policymaking in line with technical develop-
ments, whilst keeping in mind not only the security of supply, 
reliability and affordability of the energy supply, but also cli-
mate and resource protection, data protection and social jus-
tice. These sustainability aspects should be at the centre of the 
design of a digitalised energy system.
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